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DECLARATION OF ZACHERY C. SCHOFFSTALL

I, Zachery C. Schoffstall, hereby declare under penalty of perjury pursuant to 28 U.S.C.

§ 1756 that the following is true and correct:

BACKGROUND

L. I am the Movant in this matter. I am over the age of 18 and am competent to testify.

2. From May of 2004 through August of 2008, I swore an oath to uphold and defend the
Constitution of the United States and served as a military intelligence officer in the United
States Air Force. I led and supervised commissioned officers, non-commissioned officers,
and junior enlisted Air Force and Army personnel both in the continental United States and
overseas. From 2005 through 2008, I led, supervised, and conducted intelligence
operations over four deployments to the Middle East and Southwest Asia in support of
Operation Iraqi Freedom and Operation Enduring Freedom.

3. In September of 2008, I reported to the Federal Bureau of Investigation (FBI) Academy in
Quantico, Virginia and upon completion of New Agent Training I again swore an oath to
uphold and defend the Constitution of the United States and became an FBI Special Agent.
My initial assignment upon graduation from the FBI Academy was the FBI Richmond
Division in Richmond, Virginia. While assigned to the Richmond Division, 1 conducted
and participated in predicated national security and criminal investigations into allegations
of international terrorism, criminal street gangs, narcotics trafficking, violent crime,
firearms act violations, money laundering, counterfeit currency, public corruption, and
human trafficking.

4, I was assigned to and conducted investigations as a part of the FBI Joint Terrorism Task

Force, FBI Safe Streets Gang Unit Task Force, Drug Enforcement Administration (DEA)
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Counter Narcotics Task Force, and the Virginia State Police Counter Narcotics Task Force.

In the conduct of my predicated investigations, I utilized numerous investigative

techniques to include Title Three (T-III) wire taps, Pen Register Trap and Traces,
residential and commercial property search warrants, electronic device search warrants, |
GPS tracking search warrants, undercover law enforcement officers, confidential
informants, and others. In the conduct of my investigations, I authored and swore to the
contents of numerous probable cause statements for search warrant affidavits and criminal
complaints, and I testified before grand juries, hearings, and trials in Federal Court.

S. In 2017, T was pl'(;moted to Supervisory Special Agent and selected for a transfer to the
FBI Academy as a Tactical and Practical Applications Instructor. As a part of my
instructional duties, I instructed FBI New Agent Trainees in the use of surveillance,

interviews, development of probable cause, investigative detentions, warrantless searches,

and the execution of arrest and search warrants.
6. In 2019, [ was selected for the position of Supervisory Senior Resident Agent (SSRA) and
- transferred to the Coeur d’Alene, Idaho, Resident Agency of the FBI Salt Lake City
Division. As the Coeur d’Alene SSRA, I was responsible for two FBI offices in Coeur
d’Alene and Lewiston, Idaho, and the supervision of all FBI criminal and terrorism
investigations in the northern ten counties of Idaho. I directly supervised seven FBI Special
Agents, two FBI professional staff, and numerous FBI Task Force officers from other
federal, state, local, and tribal law enforcement agencies. In this position, I was tasked
with the review and authorization of all criminal and terrorism investigations assigned to
the Coeur d’Alene and Lewiston Resident Agencies. I continued to serve in this position

until my removal on August 5, 2022. I continued to serve as an FBI Supervisory Special
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Agent until I received my proposed dismissal from the FBI on February 1%, 2024,
Facts and Circumstances:

Through direct knowledge as the Coeur d’Alene SSRA from April 2019 through August
0f 2022, and as a complainant in multiple administrative matters against the Department of
Justice (DOJ), FBI, and the Idaho United States Attorney’s Office, stemming from or
related to my removal as the SSRA on August 5™, 2022, and my proposed dismissal on
February 1%, 2024, and through discovery processes related to the same, I am aware of the
following facts and circumstances:

On June 11, 2022, an LGBTQ event titled Pride in the Park was held at the City Park in
Coeur d’Alene, Idaho. During the event, local and state law enforcement officers stopped,
detained, and arrested on state misdemeanor charges thirty-one (31) individuals from
within a U-Haul rental truck. The arrested individuals were subsequently associated with
a group known as the Patriot Front. On June 12% 2022, the Coeur d’Alene Police
Department executed a state search warrant on multiple vehicles associated with the thirty-
one individuals arrested the previous day. During the execution of the state search warrant,
officers seized numerous electronic devices to include cellular phones, cameras, and other
forms of digital media.

On June 12%, as the Coeur d’Alene SSRA, I coordinated the opening of an FBI assessment
file to facilitate FBI and other government and non-government database checks for the 31
individuals arrested the previous day. On June 13", in coordination with FBI Headquarters
and my chain of command, I instructed an Agent on the Coeur d’Alene Squad (Agent 1) to
open a technical assistance to local law enforcement file, a non-predicated administrative
file that authorized agents to provide technical support to the efforts of the Coeur d’Alene
Police Department if requested.

On June 12™ T and other members of the FBI Salt Lake City Division received an email
from the FBI Counterterrorism Division (CTD) summarizing the findings of a now closed
investigation into Thomas Rousseau, the purported leader of Patriot Front and one of the
members arrested on June 11% by the Coeur d’Alene Police Department. The email noted
the FBI’s investigation into Rousseau was closed after finding Rousseau advocated against

violence at Patriot Front events and would remove or threaten to remove members who
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took an opposite stance (see excerpt)l:

Schoffstall, Zachery C. (SU) (FBI)

From: Scheffstall, Zachery C. (5U) (FBI)
Sent: Sunday, June 12,2022 7:16 PM
To: Miller, Kathrya Nicole (SU) (FBIY; Sultins, Beth A. (SU) {FBI); Carney, Satah M, (SU) (FBI);

Garcia, David C. (SU} (FBI); Hadaway, Carrie Ann (SU) (FBl); Fitzgibbons, David R. (SU}
(FBI); Zohaczewsky, Mark George (SU) (FBD
Subject: Re: Rosseau

Copy thanks. Also as an FYl, we and the PD are tracking calls for protests in CDA over the Patriot Front arrests. Don't
know how valid that is.

Zachery Schoffstall

SSRA Coeur d'Alene / Lewiston
£B, Salt Lake City Division
208-665-4400
i (8) i (cell)

From: Miller, Kathryn Nicole {SU) (FBI) <knmiller@fbi.gov>

Sent: Sunday, June 12, 2022 4:10:45 PM

To: Schoffstall, Zachery C, (SU) (FBI) <zcschoffstall@fbi.gov>; Sullins, Beth A, (SU) {FBI) <basullins@fbi.gov>; Carney,
Sarah M. {SU} [FB]} <smcarney@fbi.gov>; Garcia, David C. (SU) (FBI) <dcgarcia@fbi.gov>; Hadaway, Carrie Ann (SU) (FBt)
<cahadaway@fbi.gov>; fitzgibbons, David R. {SU) {FB1) <drfitzgibbons @fbi.gov>

Subject: Fw: Rosseau

FYSA on Rosseau

SSA Kathryn Nicole Miller -_i
FBi Boise NSB |
Salt Lake City Division

Cell: iidS)

From: Vandekar, leremy David (CTD) (FBI) <jdvandekar@fbi.gov>
Sent: Sunday, June 12, 2022 5:02 PM

To: Miller, Kathryn Nicole (SU) {FBI} <knmiller@fbi.gov>

Subject: Fwd: Rosseau

So you have a complete picture, | know DL is in communicado with you,

From: Golomb, Dwayne W. (DL) (FBf) <dwgolomb@fbi.gov>
Sent: Sunday, June 12, 2022, 18:57

To: Clark, Keltly E. (CTD} (FBI} <keclark@fbi.gov>; Serra, Kristopher (NSB) (FBI) <kserra@fbi.gov>; Dzubinski, Dennis W.
(CTD) (F8l) <DWDzubinski@fbl.gov>; Fleitman, Seth (CTD) (FBI) <sfleitman@fhi.gov>

Cc: Vandekar, Jeremy David (CTD) (FBI)} <jdvandekar@tbi.gov>; Caslen, Nichalas Angelo (DL} (FBI) <nacaslen@fbi.gov>;
Boatner, Morris (DL) (FBI} <mboatner @fbi.gov>; Beachum, Jimmy Lee Ill (DL) (FBI) <JLBEACHUM@fbi.gov>

Subject: Re: Rosseau

Hi Kelly,

! The email excerpts inserted into this declaration were provided by the FBI in discovery during administrative
processes. The FBI has redacted information that it seeks to withhold from public release.
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I just had the same conversation with my ASAC. During our investigation, . (P=1): continually stated he did not want to
participate in violence and even chastised members who weuld bring it up and sometimes kicking out members,

Many members became frustrated at his stance, particularly the East Coast members as they wanted to take more
action. That is ane of the reasons he had previously decided to step down; along with the accident that killed some
members and injured him.

Let me know if you need anything further on this.

Dwayne

From: Clark, Kelly E. (CTD) (FBI) <keclark@fbi.gov>

Sent: Sunday, June 12, 2022, 12:33 P

To: Serra, Kristopher (NSB) (FBI) <kserra@fhi.gov>; Dzubinski, Dennis W, (CTD) (FBI) <DWDzubinski@fbi.gov>; Fleitman,
Seth (CTD) {FBf) <sfleitman@fbi.gov>

Cc: Vandekar, Jeremy David (CTD) (FBI) <jdvandekar@fhi.gov>; Caslen, Nicholas Angelo {DL) (F8I} <nacaslen@fbi.gov>;
Golomb, Dwayne W, {DL} {FBI) <dwgolomb@fbi.gov>

Subject: Re: Rosseau

Thank you! Hopefully this will tamp things down.

- Kelly

From: Serra, Kristopher {NSB) (FBI) <kserra@fhi.gov>

Sent: Sunday, June 12, 2022 7:26:42 PM

To: Clark, Kelly E. (CTD) (FBI} <keclark@fbi.gov>; Dzubinski, Dennis W. {CTD) {FBI) <DWDzubinski@fbi.gov>; Fleitman,
Seth (CTD) (FBI) <sfleitman@fbi.gov>

Cc: Vandekar, Seremy David (CTD) (FBl) <jdvandekar@fhi.gov>; Caslen, Nicholas Angelo (DL) (FBI) <nacasten@fbi.gov>;
Golomb, Dwayne W. {DL) (FBI) <dwgolomb@fbi.gov>

Subject: Rosseau

Kelly and team,

Here is a brief one page document regarding (F"U -+ | obtained the information from the case fite. Please let me know
if you have additional questions.

Dallas is also warking on some information and context that could supplement this document.
Kelly, let me know if | need to push this to anyone else.

Kris

The email string, also included comments from leadership within FBI CTD that they hoped
the communication of this email to FBI Salt Lake City Division and others would “tamp
things down.” This and subsequent communications with FBI CTD indicated to me the
FBI was well aware of the Patriot Front, its distasteful but constitutionally protected protest
activity, and the efforts by its leadership to prevent and avoid acts of violence by its
members.

11.  OnJune 15", 2022, the US Attorney for the District of Idaho informed members of the FBI
to include FBI Salt Lake City Division Executive Management, that the Idaho US
Attorney’s office was leading the federal investigation into the 31 individuals arrested on

June 11% 2022, in Coeur d’Alene, Idaho, and intended to seek a federal search warrant for
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the electronic devices seized on June 12", 2022. I am also aware of reports that the US
Attorney’s Office contacted the Coeur d’Alene City Attorney in an effort to prevent the
Coeur d’Alene Police Department from acquiring a state search warrant to search the
devices seized on June 12%. I am aware that a Coeur d’Alene, Idaho based Assistant United
States Attorney (AUSA 1), attended the LGBTQ Pride in the Park event. I am aware
AUSA 1 also encouraged others to attend the Pride in the Park event. I am aware that
AUSA 1 has given the FBI multiple and contradictory statements related to her purpose for
attending the Pride in the Park event to include collecting intelligence if any criminal
activity occurred and being there to assist others in leaving the area in the event something
happened. In my training and experience, Assistant U.S. Attorneys or DOJ Trial Attorneys
do not fulfill the role of an investigator. I base this belief on attorneys’ ethical obligation
that they cannot act as an advocate in a trial in which they are likely to be a necessary
witness. Despite attending the event, I am aware AUSA 1 was an active participant and
advocate behind the Idaho US Attorney’s Office’s efforts to secure a federal search warrant
for the electronic devices seized by the Coeur d’Alene Police on June 12, 2022.

12, On Thursday, June 16, 2022, after multiple communications between myself, other
members of FBI Salt Lake City Division, having participated in the June 15, 2022 meeting
noted previously with the Idaho U.S. Attorney’s Office, and with FBI CTD’s suggestion
and awareness that FBI Salt Lake City Division receive a briefing on Patriot Front from
other experienced FBI Special Agent(s), FBI CTD provided members of FBI Executive
Management an updated situational briefing on the Coeur d’Alene event. The briefing
previously referenced was distributed via email to include myself and other members of
FBI Salt Lake City Division. I used this briefing and its summary to construct taiking
points for the Special Agent in Charge of the FBI Salt Lake City Division to brief the FBI
Deputy Director on Friday, June 17, 2022 (see excerpt):
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Schoffstall, Zachery C. (SU) (FBI)

From: Vandekar, Jeremy David (CTD} (F8I)

Sent: Thursday, June 16, 2022 3:44 PM

To: Valentine, Duei Wayne (CTD) (FBI); McQueen, Steven L. (CTD) (FBI); Ruiz. Luz (CTD) (FB1)

Ce: Dilland, Samantha R. (CTD) (FBI); Shook, Brian David (CTD) (FBI); Stewart, Jeff (CTD) {F8I);
Schoffstall, Zachery C. (SU} (FBI); Swick, Alyssa (OGC) (FBi)

Subject: Executive Summary - Pride Event, Coeur d'Alene --- UNCLASSIFIED//LES

SentinelCaseld: NON-RECORD

Classification: UNCLASSIFIED//LES

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES} In this document Is the property of FBl and may
be distributed within the Federal Government {and Its contractors), US intelligence, law enforcement, public safety or
protection officials and individuals with a need to know. Distribution beyond these entities without FBI authorlzation
is prohibited. Precautions should be taken to ensure this information is stored and/er destroyed in a manner that

precludes unauthorized access. Information bearing the LES caveat may not be used in legal proceedings without first

receiving authorization from the originating agency. Reciplients are prohibited from subsequently posting the
information marked LES on a website or an unclassified network.

N’t knExecutive Summary

On 11 june 2022, 31 individuals associated with the group Patriot Front {PF) were arrested by Coeur d’Alene police

department (COAPD) for the state charge, Conspiracy to Riot. On 12 June 2022, a state search warrant was executed on

three vehicles which yielded numerous cell phones, go pro cameras, and a Nikon point and shoot camera.* _ \
i4E) ! was opened to support the state investigation and coordination continues hetween the USAO ID, SU,

»TOS.

Background
In April 2022, Coeur d’Alene RA (CORA)} began receiving tips regarding an event in Coeur d’Alene called Pride in the Park

on 11 June 2022. A counter event called “Gun d’Alene” also known as “North daho Day of Prayer” was organized for the
same location. CDRA passed information about £BI predicated individuals to CDAPD who enhanced security at the
events and stoad up a command post {CP) to monitor the threats. CDRA provided an FBI Special Agent for the CP.

A tip was received to the CP about a group that “looked like a small army” entering the back of a U-Haul with body
armor, face masks, and carrying shields. A traffic stop was conducted on the U-Haul approximately two blocks from the
event location and CDAPD detained 31 individuals who later were identified as members of the group, PF. In addition to
the armor and uniform appearance, the group was in possession of a legal smoke grenade, an operations plan which
included a scripted speech and instructions,

Of the 31 individuals arrested, 8 were former or current £B! predicated subjects of cases or assessments to include
{P-1) 4, the founder of PF. There is also a| (F) I on PF that is pending clostre.

Patriot Front

PF is a legitimate group formed for the lawful purpose of 1 Amendment activity that includes driving its members in
vehicles to various protests or events. They conduct 3-4 protest events per year. They dress in uniform appearance,
wear protective clothing such as body armor, carry shields, and wear face coverings to mask their appearance. The
group subscribes to Racially Motivated Violent Extremism ideology but is not formed for an unlawful purpose. The
founder,l (P-1) i, does not advocate for violence and removes or suspends members who perpetrate or

Declaration of Zachery C. Schoffstall- 8



13.

14.

Case 2:24-mc-00231-BLW Document 2 Filed 09/18/24 Page 9 of 22

discuss violence. Firearms are not permitted at PF functions and PF members sign a legal waiver indicating they will not
break the law.

Investigative Strategy
On 16 June 2022, CDRA held a coordination call with USAO ID to discuss the potential for a federal search warrant in

support of 18 USC § 2101 Riots for the electronic devices seized from the vehicles. A draft affidavit is pending and is
expected to be at CDRA for review on 17 June 2022. As of this writing, the current strategy is to assist CDAPD with state
charges through the 343V case file.

Respectfully,
Jeremy Vandekar

Acting Unit Chief || DTOU -V
FBIHQ | CTD

d: 202.324.0643
et “(S)

Classification: UNCLASSIFIED//LES

The summary for FBI Executive Management also included background on the Patriot
Front which it described as being formed for the lawful purpose of 1*t Amendment activity,
and noted its founder did not advocate for violence. The summary also noted the FBI knew
the Patriot Front to conduct multiple protests every year, dressed, transported, and equipped
with similar items as they were found to have in Coeur d’Alene. The Summary also noted
the current strategy of the FBI was to assist the Coeur d’Alene Police Department with
state charges.

On Saturday, June 18", 2022, two FBI Special Agents under my supervision (Agent 1 and
Agent 2) received a search warrant affidavit from AUSA 1 in which the AUSA represented
that one or more attorneys at the Department of Justice (DOJ) in coordination with the
Idaho US Attorney’s Office drafted the affidavit. The communication from AUSA 1
included instructions to Agent 1 and Agent 2 to review and update the affidavit, and return
it to AUSA 1 by Monday, June 20™, to facilitate a desire by the US Attorney’s Office to
have the affidavit before a United States Magistrate Judge on June 21% or 2249,

I am unaware of any other instance in the District of Idaho during the timeframe I was
assigned as the Coeur d’Alene SSRA where attorneys for DOJ or the US Attorney’s Office
drafted a search warrant affidavit, and FBI Agents were subsequently requested to review
and attest to its accuracy. In my tenure as a Supervisory Special Agent of the Coeur d’
Alene RA, and in my experience as an FBI Special Agent; FBI Agents or Task Force

Officers requested and wrote search warrants which were thereafter reviewed by Assistant
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US Attorneys before being presented to a United States Magistrate Judge.

15. I am aware that Agent 1 and Agent 2 reviewed evidence directly related to the arrests on
June 11%, 2022, reviewed FBI case files related to individual(s) arrested on June 1 1%, 2022,
and the group Patriot Front, and conducted substantive conversations with FBI Special
Agent(s) involved or responsible for those investigations. Having conducted the
previously noted investigative steps, Agent 1 and Agent 2 returned an edited version of the
previously noted affidavit to AUSA 1 with changes and revisions made by the Agents.
Based on my knowledge and belief, Agent 1 and Agent 2 exercised their training and
experience when they included both inculpatory information and exculpatory information
that was not present in the initial draft from the DOJ and United States Attorney’s Office.

16. I am aware that on approximately June 22", 2022, a Boise, Idaho based Assistant United
States Attorney (AUSA 2) spoke with Agent 1 and Agent 2 and expressed her
disappointment and frustrations with the additional information Agent ! and Agent 2 added
to the DOJ drafted search warrant affidavit as the additions weakened the perception of
probable cause. I am aware that AUSA 2 noted her frustrations in an email on
approximately July 1%, 2022, noting the affidavit was drafted by the Department of Justice
Counter Terrorism Section and that the draft had been sent to the US Attorney’s Office and
then subsequently to the FBI. AUSA 2 noted the draft received back from the FBI was
significantly different and did not add anything that was helpful to probable cause. AUSA
2 noted her observations the FBI spent more time adding in all the “positives” about the
group and their actions. In my training and experience, the only reasonable conclusion one
can make is the “positives” referred to by AUSA 2 were in fact exculpatory information
that would have diminished a finding of probable cause if the information was presented
to a United States Magistrate Judge.

17.  On June 24" 2022, I received an email that was originally sent to FBI Salt Lake City
Division Executive Management from FBI CTD. The email noted CTD’s awareness that
agents had expressed reservations with attesting to the accuracy of the DOJ and US
Attorney’s Office affidavit seeking to search the electronic devices seized by the Coeur
d’Alene Police Department. CTD also noted its awareness of a desire by DOJ and/or the
US Attorney’s Office to have the affidavit moved to a different agent within the FBI Salt

Lake City Division. CTD noted it did not support any agent being pressured to attest to an
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affidavit they felt was factually or circumstantially inaccurate and noted the FBI had a
history of agents attesting after the fact they felt pressured to support affidavits they were
not comfortable with and specifically highlighted the FBI Crossfire Hurricane investigation

(see excerpt):

Schoffstall, Zachem C. (SU) (FBY)

From: Fitzgibbons, David R. (SU) {FBl)
Sent: Friday, June 24, 2022 5:32 PM
To: Rice, Dennis W. (SU) (FBL); Furr, James N. (SU) {FBI); Crawford, W. David Il {SU) (FB});

Miller, Kathryn Nicole (SU) (FB!); Schoffstall, Zachery C. (SU) (FBI); Merrill, Jason M. {SU)
(FB1); Freivald, Tina Crays (SU) (FBI)
Subject: FW: SU Patriot Front Incident --- UNCLASSIFIED//FOUOC

SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED//FOUO

FYSA on DT@S email below and my respanse.

From: Fitzgibbons, David R. {SU) (FB))

Sent: Friday, June 24, 2022 3:30 PM

To: Valentine, Duel Wayne {CTD) (FBI) <DWVALENTINE@fbi.sgov.gov>
Cec: McQueen, Steven L, {CTD) (FBI) <SLMCQUEEN@fbi.sgov.gov>
Subject: RE: SU Patriot Front Incident -— UNCLASSIFIED//FOUC

Classification: UNCLASSIFIED//FOUO

Thanks Duel. Just to be clear, no one is the Salt Lake City Division would ever pressure an Agent to sign an affidavit
they're not 100% comfortable with. That has been very clear from the beginning.

It was brought to miy attentien this week that the USAO suggested moving the federal SW to another squad within the
SU Division. SAC Rice and 1 have made it clear with the SU team that we aren’t goinig to do that.

The draft affidavit was sent to the USAQ with edits on Tuesday and, as of the date/time of this email, the Coeur d’Alene
RA hasn’t received anything back,

Thanks,
Dave

From: Valentine, Duel Wayne (CTD) (FBI) <DWVALENTINE @fbi.sgov.gov:
Sent: Friday, June 24, 2022 1:08 PM

To: Fitzgibbons, Pavid R. (SU) (FBI) <DRFITZGIBBONS@fhi.sgov.gov>

Cct McQueen, Steven L, (CTD) (FBI) <SLMCQUEEN @fbi.sgov.gov>
Subject: SU Patriot Front Incident --- UNCLASSIFIED//FOUO

Classification: UNCLASSIFIED//FOUO

TRANSITORY RECORD

Good afternoon Dave,
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1 spoke with one of the CTS supervisors again today about the status of the SU SW for Patriot Front (PF). | reiterated
DTOS’s stance on the Federal SW and explained that you and I had a call yesterday about it as well. just to ensure you
have our official position documented, in case you need it.

0TOS is not supportive of pressuring any Agent to sign any affidavit which they do not feel comfortable signing due to
material discrepancies with the facts or circumstances of said affidavit. CTS had mentioned there may be a push to
reassign the SW afficlavit to another Agent at HQ city which is of course up to the discretion of SU, but NTOS will support
whatever decision you all make.

The FBI has a documented history of issues with Agents signing affidavits they attest they were not comfortable signing
(Cross-fire Hurricane}, and we as an organization and a section want to avoid placing anyone in that position.

Please let us know if we can be of any assistance as you all move forward., We are always here to support the Field in
any matter you all work.

Thank you.

R/S

Duel Valentine
Assistant Section Chief

CTD/DTOS/RM4330
202-324-8855

Classification: UNCLASSIFIED//FOUO

I am aware the FBI Crossfire Hurricane investigation was an FBI Counterintelligence
investigation into the US Presidential Campaign of Donald J. Trump. I am aware that an
Inspector General report published after the review of the FBI’s FISA applications found
that many of the FISA applications had inaccuracies and omissions.

18. On June 24%, 2022, I sent two emails to my direct chain of command in the FBI Salt Lake
City Division. In email one, I stated that two FBI Special Agents (Agent 1 and Agent 2)
under my supervision, after reviewing a search warrant affidavit written by attorneys of the
DOJ and the Idaho US Attorney’s Office (USAO), stated they did not believe there was
evidence to support the probable cause statement in the affidavit. In email two, I advised
the affidavit had ballooned into a colossus with far reaching ramifications. I advised that if
FBI Executive Management disagreed with Agent 1 and 2 and felt evidence did support
probable cause, the FBI should consider an approach outside of directing Agent 1 and
Agent 2 to continuously redraft the affidavit. I stated if another affidavit is written, it would
require me to disclose to the court my knowledge that two of the agents on my squad did
not feel their previous efforts resulted in the establishment of probable cause.

19.  Onapproximately July 5™, 2022, I informed my direct supervisor (ASAC 2) in the FBI Salt

Lake City Division, that I felt there was a lot of pressure on myself and Agents 1 and 2, to
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secure the USAO and DOJ’s desired search warrant. I stated to ASAC 2, I would not
pressure Agent 1 and Agent 2 to attest to the search warrant affidavit. I stated to ASAC 2,
I was concerned if Agent 1 and Agent 2 did not agree ta attest to the USAO and DOJ’s
affidavit, Salt Lake City Division Executive Management would not have my, Agent 1,
and Agent 2’s “back.”

20. On approximately July 7%, 2022, I stated to ASAC 2 and other members of the FBI Salt
Lake City Division Executive Management (SU EM), that Agent 1 and Agent 2, having
reviewed a second version of the affidavit produced by the Idaho USAO and DOJ, again
stated they did not believe probable cause existed to support the affidavit. Moreover, the
affidavit as revised by the USAO and DOJ was factually inaccurate. In my training and
experience, the factual inaccuracies were material to a finding of probable cause. I stated
to ASAC 2 and other members of SU EM, further attempts to task Agent 1 and Agent 2 to
continuously redraft the affidavit was in effect pressuring them to work on the affidavit
until the Agents reached the conclusion desired by the USAO and attested to the affidavit.
In response to SU EM’s subsequent instruction to give the affidavit to another agent, I
stated I would not task another agent on the squad who had not been involved in the
investigation to review the affidavit and consider attesting to it after Agent 1 and Agent 2
stated their objections to the affidavit. I advised ASAC 2 and other members of SU EM
against tasking another agent on the squad to review the affidavit and consider attesting to
it, as that agent, having not worked the investigation, would not be able to attest to the
accuracy of the affidavit or identify its inaccuracies, including excluded exculpatory
information. I refer to this attempt to find an agent willing to sign an affidavit when other
agents have declined to do so as “agent-shopping.”

21. I am aware that Agent 1 and Agent 2 had reviewed evidence directly pertaining to the
arrests conducted on June 11, 2022, had reviewed FBI case files related to individual(s)
arrested on June 11™ 2022, and the group Patriot Front, and had conducted substantive
conversations with FBI Special Agent(s) involved or responsible for those investigations.
I am aware from their investigation, review, and conversations of the previously noted
casefiles and with the noted Special Agent(s), Agent 1 and Agent 2 believed they and the

FBI as an organization were in possession of information and evidence that did not support
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the probable cause statement and conclusion of the affidavit presented to them by the
USAO and DOJ.

I am aware from the deposition testimony of Agent 1, Agent 1 believed a lot of pressure
was being placed on me, our squad, and Agent 1 by DOJ, the USAO, and SU EM to get
the warrant done. Agent 1 noted in his testimony that though no one told him explicitly to
sign the affidavit, he believed the desired outcome by the DOJ, USAO, and SU EM was
for Agent 1 to sign the affidavit. In his testimony, Agent 1 noted his impression that they
(USAO and SU EM) were angry he and Agent 2 weren’t signing the affidavit. In his
testimony, Agent 1 noted he had never experienced pressure like this to secure a search
warrant. In his testimony, Agent 1 described his conversation with me and Agent 2 after
having reviewed the affidavit returned by the USAO and noted his impression that the
affidavit was over the top, inaccurate, and missing things.

To the best of my recollection, the last affidavit that was returned on July 6,2022 by AUSA
1 did not include reference or mention of the previous FBI investigations into the Patriot
Front, Thomas Rousseau, or their findings, removed the number of protest events the
Patriot Front had attended, and removed or significantly reworded descriptive and/or
qualifying statements about facts and evidence, that Agent 1 and Agent 2 had previously
included in the affidavit,

On July 8", 2022, I was removed from supervision over the noted investigation and the
related federal search wairrant by members of SU EM. Members of SU EM took me off
supervision over the noted investigation and the related federal search warrant, informing
me that the search warrant affidavit was on the Deputy Attommey General's desk, and they
had lost confidence in my ability to lead the investigation.

On August 3, 2022, the FBI published two performance check-ins to my HR file noting I
had failed to meet all performance objectives and competencies. The performance check-
ins were in direct contrast to a performance check-in published to my HR file by ASAC 2
on June 2"¢, 2022, which stated I had addressed many of my performance objectives, “he
excels in communication, collaboration, and initiative”, and noted I was a consistent
performer for both objectives and competencies.

On August 5th, 2022, the Salt Lake City Division Special Agent in Charge (SAC) and

ASAC 2 informed me that they were removing me from my position as the Coeur d’Alene
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Supervisory Senior Resident Agent (SSRA) and assigning me to work remotely. They
terminated my access to the building and instructed me to stop all official communication
with members of my squad.

On August 10, 2022, ASAC 2 advised me I was being sent across the country on a 90-
day temporary duty to the Criminal Justice Information Services Division (CJIS) in West
Virginia, to which I reported on August 22, 2022.

Beginning on June 24" and again in early July 2022, I made three protected disclosures to
my chain of command within the Salt Lake City Division of activity I believed constituted
wrongdoing and abuse of power. After my removal on July 8%, 2022, I filed official
Whistleblower Complaints articulating actions by members of the FBI, US Attorney’s
Office, and Department of Justice that I believed constituted wrongdoing, abuse of power,
and violations of law, to the FBI Director, Deputy Director, Executive Management, DOJ
Office of the Inspector General (OIG), and the United States Congress. In August of 2022,
after I was removed from my position as the Coeur d’Alene SSRA, I also participated in
protected Equal Employment Opportunity (EEO) activity.

On August 29", 2022, I received a notice from the Salt Lake City Division SAC, ASAC 2,
and the administrative Assistant Special Agent in Charge (ASAC 1) that SU EM was
requesting my transfer due to an alleged Loss of Effectiveness. The transfer request sought
to have me permanently relocated from my office and my family’s home in Idaho to FBI
Headquarters. However, I had not received any negative counseling during the
performance year from my supervisor prior to those received on August 3%, 2022, and I
had previously received three annual performance reviews from 2019, 2020, and 2021,
rating my performance as meeting the standards, noting I was a Consistent Performer, and
received numerous performance awards from that time period.

Approximately four months after filing a Protected Whistleblower Disclosure with the DOJ
OIG and notifying SU EM of the same, and approximately three months after participating
in protected EEO activity, on November 10%, 2022, ASAC 1 and the Salt Lake City
Division Chief Division Counsel (CDC) advised me that an Internal Affairs Section
investigation had been initiated against me related to my alleged decisions and actions
surrounding the investigation of the thirty-one (31) individuals arrested on June 11, 2022,

and the subsequent effort to secure a federal search warrant for their electronic devices.

Declaration of Zachery C. Schoffstall- 15




Case 2:24-mc-00231-BLW Document 2 Filed 09/18/24 Page 16 of 22

31.  From approximately December 1%, 2022, through January 31, 2024, I was placed on a
revolving 60-to-90-day Temporary Duty Assignment (TDY) with CJIS and prohibited
from returning to my position as the Coeur d’Alene SSRA. I received positive
performance appraisals from my CJIS supervisor during my TDY’s to include feedback
that I demonstrated all leadership competencies at an exemplary level. Furthermore, the
Assistant Director of the FBI Human Resources Division denied SU EM’s loss of
effectiveness forced transfer and apologized to me, stating “I’m sorry... this is not how we
treat our people.”

32.  OnFebruary 1%, 2024, the Salt Lake City Division SAC advised me that the FBI Office of
Professional Responsibility (OPR) had proposed me for dismissal from the FBI after
review of the Internal Affairs investigation against me.

33, On August 9, 2024, I received a letter from the Assistant Director of the FBI OPR stating
he was dismissing me from the rolls of the FBI. In justifying my dismissal from the FBI,
FBI OPR alleged, and I continue to dispute and continue to appeal their decision, that I was
unprofessional, derelict in my supervisory responsibilities, and lacked candor while not
under oath.

34. I am aware that on approximately July 7%, 2022, FBI SU EM contacted a Boise, Idaho
based FBI Supervisory Special Agent (SSA 1) and informed her of their intent to transfer
to her the FBI investigation and affidavit related to the 31 individuals arrested in Coeur
d’Alene, Idaho, on June 11%,2022. I am aware that during SSA 1’s deposition testimony,
SSA 1 replied to SU EM’s stated intent to transfer the investigation and affidavit that she
believed there was probable cause to support the search warrant affidavit. I am aware that
when SSA 1 was asked during deposition if she had reviewed any of the drafts of the
affidavit before making this statement to SU EM on July 7%, SSA 1 replied that she had
not. I am aware that during SSA 1’s deposition she was asked if she was aware who wrote
the initial draft of the search warrant affidavit, and SSA 1 replied she did not know. I am
aware from SSA 1’s deposition testimony that she was aware of Agent 1 and Agent 2’s
opposition to the search warrant affidavit but she did not ask or otherwise discuss with
Agent 1, Agent 2, or myself the reasons why they opposed attesting to the warrant. I am
aware from the deposition of SSA 1, SSA 1 did not conduct a review of the FBI case files

into some individual(s) arrested on June 11" and the group Patriot Front, nor have
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substantive conversations with the FBI Special Agent(s) responsible for them, as Agent [
and Agent 2 had previously done.

I am aware that SSA 1 assigned an FBI Special Agent to be the investigative case agent for
the FBI investigation related to the 31 individuals arrested on June 11%, 2022, after it was
removed from me on July 8, 2022, but SSA 1 remained the affiant for the search warrant
affidavit.

T am aware that it is not against FBI policy for a Supervisory Special Agent to be the affiant
on a search warrant affidavit, but it is extremely rare and an uncommon practice.

I am aware that as of January 2024, no additional federal search warrants or charges were
obtained by SSA 1 or agents under her supervision related to the 31 individuals arrested in
Coeur d’Alene and the allegation they conspired to riot on June 11, 2022.

I am aware that efforts to convict Richard J. Jessop by the Coeur d’Alene City Attorney
for misdemeanor charges in the First District Court of Idaho, related to his arrest on June
11™, 2022, resulted in the charges being dismissed on or about August 9, 2023, by an Idaho
Magistrate Judge and .upheld by an Idaho District Judge on March 6, 2024. In the
Honorable District Court Judge John T. Mitchell’s opinion upholding the lower court’s
decision to dismiss, Judge Mitchell noted the State had committed Brady violations in
failing to disclose to the defense exculpatory information located on the FBI’s digital
extraction from the seized electronic devices. See State v. Jessop, No. CR28-22-8596
(Idaho Dist. Ct. Mar. 6, 2024) (Decision on Appeal of Magistrate Court’s Order) at 104-
113.

Similarly, in State v. Rousscau, the court found that dismissal of charges against a Patriot
Front defendant was appropriate because of the State’s late disclosure and non-disclosure
of evidence. No. CR28-22-8737 (Idaho Dist. Ct. July 9, 2024) (Decision on Appeal of
Magistrate Court’s Order) at 86-87. The state district court also observed that the State
freely gave the cellular phones and other electronic devices in its custody to the FBI and
the court subsequently ruled the FBI was acting as the State’s agent. /d. at 3-4. During
discovery, the trial court had ordered the State to produce FBI chains of custody,
communications between local, state, and federal officials referencing the seized electronic
devices, unredacted search warrants related to the electronic devices, and the production of

a defendant’s cellular phone. /d. at 11. However, the State failed to comply with these
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orders.

In an affidavit filed in state court, Patriot Front Defendant Graham Whitson swore that
exculpatory evidence was on his cellular telephone, specifically a video of a briefing prior
to the intended demonstration when ground rules that the group would behave “in a law-
abiding and non-violent manner” were addressed and/or discussed. State v. Rousseau, No.
CR28-22-8737 (Idaho Dist. Ct. Aug. 11, 2023) (Affidavit of Graham Whitson) § 4.

In an affidavit filed with the state court on August 1, 2023, Deputy City Attorney Ryan
Hunter noted his direct communication with members of the FBI and Idaho US Attorney’s
Office, specifically AUSA 2. The contents of the electronic devices had been extracted
pursuant to a federal warrant and the federal warrant was sealed. Mr. Hunter specifically
noted comments from AUSA 2 that she would file a motion with the court for a limited
unsealing of the warrant itself as a “professional courtesy,” but made it explicitly clear the
affidavit in support of the warrant would remain sealed and not be disclosed to his office.
State v. Rousseau, No. CR28-22-008737 (Idaho Dist. Ct. Aug. 1, 2023) (Declaration of
Counsel — Ryan S. Hunter) 4 11-15, 31. Later Mr. Hunter filed a notice to the state court
that the State was prepare to show the federal warrant in camera, “which was recently
partially unsealed on August 2, 2023, for the limited purpose of disclosing the federal
warrant to the Court and Defense Counsel in this case—and no one else....” State v.
Rousseau, No. CR28-22-008737 (Idaho Dist. Ct. Aug. 7, 2023) (Notice to Court —
Impossibility of Compliance & Declaration).

According to the court minutes from oral arguments in the Idaho District Court on appeal
of the Magistrate Court’s decision to dismiss in State v. Rousseau, Mr. Hunter contended
the state never proposed to infroduce this evidence at trial. Mr. Hunter further stated, “We
were begging the FBI to give us something, anything, we noted we requested chains of
custody for these devices, Rocky Mountain computer forensic laboratory, heard nothing in
response, the state faced that problem, we have no power to force anything they were not
reporting to us. They were kind [] enough to provide digital extraction.” No. CR28-22-
008737 (Idaho Dist. Ct. June 11, 2024) (Court Minutes Oral Argument) at 8.

[ am aware from my experience with the Patriot Front case, that as noted previously, I
authorized the opening of an assistance to local law enforcement case file for the purpose

of providing technical support to the Coeur d’Alene Police Department, as noted
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previously, and a fact that was briefed to FBI Executive Management and captured in FBI
emails. 1am aware the case file remained an assistance to local law enforcement case file
until it was converted to a riot case file by SSA 1 after my removal. I am aware from my
training and experience, that FBI agents would generate a chain of custody for electronic
evidence from the time it came into the FBI’s custody. I am aware the FBI has records of
communications relevant to the searching of Rousseau and his co-defendant’s electronic
devices, some of which were noted previously, and some of which would likely be
considered beneficial to the defense of Rousseau and others who faced criminal
prosecution for Conspiracy to Riot in the First District Court of Idaho.

44. I am aware that of the 31 individuals associated with the Patriot Front who were arrested
on June 11, 2022, and charged with Misdemeanor Conspiracy to Riot in Idaho state court:
two individuals have outstanding bench warrants for failure to appear; five individuals
were convicted at trial on July 20, 2023, and sentenced to five days jail, $1,000 fine, one
year unsupervised probation and withheld judgement; two individuals were convicted at
trial on August 11, 2023, and sentenced to two days jail, $1,000 fine, two years
unsupervised probation and withheld judgement; one individual pleaded to misdemeanor
disturbing the peace; the cases against Richard J. Jessop and Thomas R. Rousseau were
dismissed and both dismissals were upheld on appeal; and between approximately August
21, 2023 through January 2024, nineteen (19) individuals had their charges reduced and
subsequently pleaded to an infraction of M615-10.60.020 I1, participating or conducting
parade, assembly or block watch event without permit — 1% violation.

45,  After notifying SU EM that Agent 1 and Agent 2 did not agree to attest to the affidavit as
revised by the USAO and DOJ; and their belief that it was not materially accurate, and my
subsequent removal from the case the following day, July 8™ 2022, the FBI did not afford
me the opportunity to review the affidavit which was presented to a United States
Magistrate Judge by SSA 1. Moreover, I continue to be denied access to the affidavit during
the FBI’s internal disciplinary process because it remains under seal despite the
unlikelihood that an active investigation continues and that future charges will be sought.
Based on information available to me, it is my belief that exculpatory information known
to the FBI was excluded from the affidavit which was presented to a Federal Magistrate.

46. I share no political sympathies with the Patriot Front or any other political extremism or
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bigotry, but I refused to take actions that I believe would have withheld exculpatory
information from this Court and violated the Patriot Front members’ or other American
citizens’ constitutional rights.

47. Although I do not cuirrently have access to FBI files, I have not heard of any federal
investigative activity related to the Patriot Front members since their prosecution in state
court. Based upon my experience and knowledge of the above facts, I believe the federal
investigation is over and no federal prosecution of these individuals for their actions on
June 11, 2022, is likely. Although the FBI may have an open or pending investigative file
on the matter, based upon my experience, the FBI commonly leaves files in that status for
significant periods of time, in some cases, years after any prosecution is over or a decision
not to prosecute has been made. The FBI often leaves files in an open or pending inactive
status to allow agents to return evidence and perform other administrative matters related
to the closure of the case, but agents typically prioritize active investigations to cases in the
process of closure.

48.  Due to the actions of the FBI and Idaho US Attorney’s office, [ have suffered damage to
my professional reputation, career, and livelihood. Various state and local law enforcement
officers necessarily became aware of my removal from the Coeur d’Alene SSRA position
and as of August 9, 2024, when I received a letter from the Assistant Director of FBI OPR
dated July 26, 2024, I have now been dismissed from the rolls of the FBI. AUSA 1 is also
known to have communicated and coordinated with several law enforcement officers in
the Coeur d’Alene area in an apparent attempt to produce and provide the FBI with
derogatory information that enabled my removal. Also, independent of me, members of
the media learned of the FBI’s retaliatory actions against me and reported them. See Idaho
Tribune, Exclusive: FBI Whistleblower Reveals Malfeasance in Patriot Front Trial—
Sealed Federal Warrant Has Not Been Produced in Court-—FExculpatory Evidence Hidden

by Leftist Prosecutor, July 19, 2023, hitps:/www.idahotribune.org/news/exclusive-fbi-

whistleblower-reveals-malfeasance-in-patriot-front-trial-sealed-federal-warrant-has-not-

been-produced-in-court-exculpatory-¢vidence-hidden-by-rogue-prosecutor (last accessed

July 3,2024); Ken Silva, Ex-FBI Agent Reveals Corruption in Dubious Patriot Front Case,

HeadlineUSA, Feb. 8, 2024, htips:/hcadlincusa.conyex-fbi-agent-reveals-corruption-in-

dubious-patriot-front-case/ (last accessed July 3, 2024).
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Executed this 7th day of September 2024 in Hayden, Idaho.

72228

Zacliery C. Schoffstall
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CERTIFICATE OF SERVICE
I, Whitney Phelps, certify that on September 18, 2024, a true and correct copy of
the foregoing Declaration was served by U.S. Mail, certified postage prepaid, electronic

return receipt requested, on the following counsel for the U.S. government, with a

courtesy copy transmitted by electronic mail, to:

Joshua D. Hurwit

U.S. Attorney for the District of
Idaho United States Attorney's Office
1290 West Myrtle Street

Suite 500

Boise, ID 83702

/s/Whitney Phelps
Whitney Phelps
Paralegal to Joshua Hanners
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